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Abstract 
Many organizations have good and well-trained staff that run networks that is well-designed with nicely 
structured procedures and security policies. However, they are still experiencing threatening situations 
consistently, as result of some worker's defect or unfavorable circumstances and malicious intent. 
Hackers are consistently creating new complex way of breaching corporate information systems, and 
organizations need to protect their data, networks and systems in more reliable and effective ways, the 
most accurate, potent and effective tools in good security portfolio include incident and audit logs 
generated by networked devices. However, some organizations comprehend what sort of devices to 
screen and monitor, what data to catch, or how to appropriately assess the data. Also, a few people have 
the assets and resources required to keep steady over work. 
This paper will walk you through the basic premise of log analysis - why it is important, what it can tell 
you and how to do it. I will talk about the five essential elements of a successful log analysis process, its 
application to monitoring performance, in continuous process monitoring and security (threat hunting 
and detection) with commercially available solutions, and open with a lot of rules with Source Solutions 
and compliance laws. 
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1. Introduction 
What Is Log Analysis? 
Log analysis, by Wikipedia's definition, is the science of making sense from computer-generated records 
from desktop computer, network equipment and other information technology systems to log document 
system operations. The assessment of these records is known as Log analysis, which can often be used 
by organizations to reduce risk types and meet compliance terms. Forensic investigation, security policy 
compliance, audit and regulatory compliance cannot be carried out without log analysis, also it is 
playing a vital role in monitoring and alerting process. Through log analysis process, organizations can 
more easily identify potential threats, identify root causes, and other problems in which the company 
initiates appropriately rapid responses to mitigate risks. 
Why Should We Collect Logs for Analysis? 
Logs are generated by network devices, software applications, operating systems, internet of things 
devices and many other system hardware. They contain many information that are stored sequentially on 
disk, files, or applications such as the Log Collector. Log is very important for any system because they 
tell you what is happening and what your system is doing.  Most of the processes running on your 
system create logs. The problem is that these files often appear in different systems and in different 
formats, and log data must be built in centralized and meaningful ways so that they are understandable 
to humans and can be easily deciphered by machine learning systems. Log data collected from different 
sources can be more easily related to relevant trends and patterns. Analysts should ensure that the log 
data contains all necessary information and this information is explained by context, for example, one 
system can use "alerts", the other uses "significant". Analysis are simplified and error free by ensuring 
that word and data formats are synchronized. Log elements need to be generalized, using similar words 
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or terminology to avoid confusion and provide harmony, while generalization analyst should ensure that 
statistics data reports from different sources are accurate and make sense to the reader. 
Logs should also be accessed from a central location, and log aggregation is a good way to get all these 
logs in one place. For example, if you have different types of hosts, you can host different types of hosts 
in different places. Ends with the log. If you have an error and need to point to your log, you should look 
for dozens or hundreds of files to see what went wrong. Even with good tools, you can spend a lot of 
time doing this and this can frustrate even the toughest system administrators. As soon as logs are 
aggregated, cleaned and normalized, anomalies, such as network breaches patterns can be identify 
through thorough  analysis.[1]. 
Regulations and Rules About Log Aggregation and Analysis  
Analysis of event and audit logs is more than just a good approach to secure IT infrastructure - it is an 
integral part of many IT security compliance standards. Many regulations cover a many organization, 
such as sales, banking, general business and manufactural organizations. A deep insight to many of these 
regulatory requirements, are based on effective log management systems and it is bound on organization 
follow the regulation to the later. 
Gramm-Leach-Bliley Act 1999 (GLBA) 
GLBA outlines security protocols that has to be followed by financial institutions in order to protect and 
how they share customer private data. The purpose GLBA Standards for Information Security is to 
mitigate against any threats or threats to security of customer private data and to any unauthorized 
access or use of that data. They are required to monitor the system, detect breaches, and any attempted 
attacks on systems that host any customer data. The banks and financial institutions are required by the 
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Act to monitor the any critical functionality of the system and also ensure that event logs and are 
reviewed regularly and on time.[2] 
Sarbanes-Oxley Act 2002 (SOX) 
SOX mandated that every US public company boards, management and public accounting companies 
are to create various oversights, which including securing the information technology infrastructure of 
such firms. The most popular and accepted frameworks is the set of best practices developed by Control 
Objectives of Information Extended Technology (COBIT),) IT Governance Institute (ITGI) and 
Information Systems Audit and Control Association (ISACA). This organization or firms need to 
continually conduct information technology security audits, including staffs, within their internal 
organization and other external staffers such as contractors to assess and reduce the risk of information 
security. To meet the SOX requirement logs analysis and management plays critical roles, such as 
determine information on attempt and successful violations of the systems hosting the organization 
information. [2] 
Health Insurance Portability and Accountability Act (HIPAA) 
In 1996 US Congress enacted HIPAA to provide health insurance coverage for workers and their 
families during the time of unemployment. The Act mandated that the confidentiality and security of 
health data should be regulated by providing administrative, physical, and technical security control over 
how the private health data are handled, stored and shared. Every organization has to create procedures 
for accessing systems and IT equipment such as servers and workstations that host patient data, and 
document violations and reporting them to authorities. In addition, each company has the responsibility 
of ensuring the same level of security for external vendors accessing its system. Network and technology 
tools are critical to uncover an attempts and actual data security breaches in the event log.[2] 
Log Analysis Key to Cyber Threat Detection 7 
2. Log Analysis Tools 
Logs can create all information about any device or software, content delivery network traffic, database 
queries, server times stamp, errors, etc are example of information collected by logs. Logs are not easy 
to read because they come in different formats from different devices. Problems can take days to read 
through this information to identify and fix them, and at this point, the risks on your network are not 
determined. Further, such manual analysis opens up room for misunderstanding and misunderstanding. 
To prevent these problems, event log analysis software is required.[3] These specialized tools collect 
information from various tools and analyze the same to give you meaningful insights and actionable 
data. As a bonus, IT administrators can focus on output data without having to transfer through mounds 
of raw and unreadable log data, log analysis tools are used to retrieve information from logs, that are 
used to studies business pattern and trend to make business decision, such as investigation and general 
defense in case of an attack. System administrators, network administrators, DevOps, security 
professionals, web developers and credibility engineers used this tool to make decision in a data- driving 
environment. Below are the commercially available log analysis tools; There are also open source log 
analysis tools such as Solar Winds Log & Event Manager, ManageEngine, Event Log Analyzer, 
InsightApps, Logize and Splunk, and GlogLog, Nagios, Logize and ELK Stack.[3] 
Centralized Log Aggregation and Analysis 
Security information and event management software (SIEM) 
SIEM Software is a type of logging system that is similar to Syslog but centralized all logging activity. 
SIEM involves more than one log servers that perform log analysis and has clusters or one storage 
databases. Most SIEM products support both methods of extracting logs from field-based and agent-
based log stored log generators. 
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Agentless SIEM 
The SIEM server gets information from the individual log creating host without needing to installed an 
agent or client to the hosts, most servers pull logs from the hosts by validating its identity to each host 
and continuously retrieving logs from the host. Sometimes, the hosts push their logs to the server, in 
which each host verifying their identity to the server and continuously sends its logs to the server. 
Regardless of method of getting the logs to server, the server still carries out the process log 
aggregation, filtering, normalization and analysis on the logs pulled or pushed.[4] 
Agent Based SIEM 
The client agent is set up on the log generating host for log aggregation, normalization and filtering for a 
specific type of log which is then send to the SIEM server in real-time for analysis and storage. multiple 
agents can be installed to cater for different interests that the host may have. Many SIEM software 
products has common formats such as Syslog and SNMP for its agents. generally generic format is used 
by agent retrieve log data from a source, where format-specific agent and an agent-free method are not 
required. In many of SIEM products administrator are allow to create customize agents to deal with 
unsupported log sources, however each method has advantages and disadvantages. 
Agentless SIEM advantage over agent based is that it eliminate the installation and configuration, and 
possibly updates that needs to carried out on each logging client host, but it lacks of aggregation and 
filtering at host end create a burden on the network as large amount of unprocessed log data are 
transferred over the network, which will required considerable amount of time to filter and process by 
the server.[5]. 
Another weakness of the agentless technique is that the SIEM server may require logging credentials 
authenticate host. For example, remote collection of logs is not possible in some critical host without 
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installing an agent, therefore the two technique are useful in their own way. SIEM products typically 
many of log sources, such as Operating systems, application servers such as web servers, firewalls, 
monitoring software and physical security control tools like badge readers.  
SIEM classifies vital logs fields based on the supported log source type regardless of type of application, 
for example, the value of field 12 in application A log, indicates the source IP address and that same 
field 12 will be used for application B. This significantly improves the generalization, analysis and 
correlation of software log data without have to comprehend details about log sources and formats. 
 In addition, RGB software is important for computer security but can be caused by ignoring data fields, 
possibly reducing network bandwidth and data storage usage of RGB software. Regardless of how log 
data is received (by agents or non-agent methods). SIEM server analyzes log information from various 
sources and interconnects events between log entries, and used this relationship to recognize and key 
events which it will prioritizes, and responds to desired events. SIEM products typically have several 
features to assist system administrator or security staff, including: User Graphical User Interface (GUI), 
which uniquely identifies user issues and reviews all data related to each issue.[6] 
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3. Log analysis process 
The Log Analysis Process 
Once you have extracted the event log, the next step is to collect data for analysis. It is impractical to 
manually check and analyze each log entry, there is need to collect, matched, and normalize entries in 
order to create a report that identifies manageable information to review all important network activity. 
All steps data-capture procedure requires human supervision, by focusing on malicious events not only 
reduces incidents numbers that need to be reviewed, but many security incidents have resulted in 
permitted activity. The listed below are necessary procedure for log management and analysis that 
organizations should follow 
Log Parsing 
It is the process of extracting data from the log, in which extracted values are passed as input to another 
logging process. For instance, a text-based log file with ten comma-separated values per line is extract to 
10 values from each line.  Log filtering or pattern recognition and identification: Filter log information 
by using patterns of many samples. Anomalies identification depends on proper understanding of log 
data. At filtering stage, the log entries can be removed from analysis if their properties identify that they 
do not consist of useful or critical data. For instance, duplicate entries of standard data can be removed 
or data that is not useful to log analysts.[7] 
Log Aggregation 
This is a procedure of merges similar entries, into one entry with the number of occurrences for the 
event log. For example, hundreds of entries in which each record are part of a scan, which can be stored 
as part of a record in a single entry, that show number of hosts have been scanned.[8] 
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Classification and Tagging  
Filtering are made easy when data are classified into many categories and tag with keywords, it helps in 
adjusting the way the data is presented.[8] 
Log Conversion 
This step involves transforming log parsed from one format to another format, which is stored in the 
converted format.  For example, database log can be converted from XML format and save it in text file. 
Log Normalization 
This process classifies each data log field as data-specified and continuous. Storing dates and time data 
in an analog format is one of the well-known uses of normalization. For instance, one log generator 
arranges an event as a timestamp utilizing a 12-hour group (2:34:56 PM EDT), while another log 
generator orders it as a 24-hour position (14:34) Event Time. Time Zone (- 0400) Elsewhere in an 
alternate zone. Normalizing logs guarantees that they are steady and controls the analysis and review 
process.[6][8] 
Log Correlation, Sequence and Trend Analysis 
It is not enough to review the log entry as an independent event; This means that it often depends on the 
context around it, interconnects the individual and individual log entries, examines the activity based on 
the models, and identifies the functionality over time based on the relevant information that separates the 
common.  
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Artificial Ignorance 
In Machine learning system logs are processed to identify anomalous log entries and ignore non-useful 
log entries. Artificial ignorance ignores common log information, like system updates and catches 
anomaly data and flagged for investigation. 
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4. Monitoring process 
Log monitoring process 
Log monitoring is a process of continuous review of logs as they are being aggregated. This is achieved 
by use of log management software. Log management software are designed and tuned to capture 
application-related events specifically, and alert appropriate system administrator or security analyst 
within organization as the event occurs. 
Which Logs to Monitor 
With the threat of escalating cyber-attacks, it is important to monitor your entire network to ensure that 
you are adequately protected from security threats. Hackers are opportunists. They will find an easy way 
to get into your network. Monitoring logs from all supported devices gives you the best opportunity to 
detect unauthorized access to your network and / or threats. Part of the difficulty with log analysis is the 
large number of logs generated by each device, for instance a device can create about 1000 events per 
minute. Ideally, it is possible to aggregate data from each important device on the network, but it is 
always impossible review them manually.[4][2] 
What equipment? 
Determining which devices to monitor is not a single solution for all devices proposition. Before 
establishing a log-capture and log-review policy, organization's must evaluate their  network 
effectiveness. All external facing systems are more susceptible to attack as compare to internal facing 
systems. Sensitive data are likely to be hosted in E-commerce applications database servers for instance, 
therefore they are important devices which need to be monitored and protected, as the data they contain 
data that drive company's revenue stream. Also, there is need for organization prioritize internal devices 
and servers to be monitored and rank compliance level for all this device.[2][4]  
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What information? 
The next step is to find out what kind of information your organization is looking to extract from a 
particular log. Again, this information should be customized for your organization. Some need to 
identify unauthorized access, user activity, and administrative functionality, while others need to 
measure operational or document compliance of processes, including user or group administration or 
change management.[4][2] 
What Log Data Can Tell You 
After the impact assessment, the company's network is maintained and a log capture and log-review 
process are established. Systems, applications, and equipment can be configured to log more events, 
depending on the policy and control that directs the business of the company, as per the requirements of 
the organization. Here are some examples that can review any data and provide device log 
information.[2] 
Firewall logs 
Firewalls can log all traffic flowing in and out of the network.   
• An unauthorized traffic list was rejected and potential threats were found traffic. 
• Unexpected traffic, as well as unpredictable traffic, can be a warning of a large number of file 
transfer malware or a user violating company policy.[7] 
Network authentication server 
The authentication server logs and document account functionality. It can also be used to review 
administrative and user activity such as: 
• Account Lockout or Invalid account logon.  
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• Invalid password or password change. 
• User management changes, such as new accounts creation and elevated access. 
• Group management events such as high security groups. 
• Server reboots. 
• User activity outside of logon time restrictions.[7] 
Web server Log 
malicious activity can be mitigated via web server logs which is another great source of data, as it logs 
web traffics, invalid input and other activities that related to website interaction. Listed below are some 
examples: 
• Entries Errors: Users request non-existent pages - 404 Page Errors not found - or users are trying 
to access directory files that they do not have authorization for, such as 403 banned errors. 
• Internal 500 Monitor internal server errors and 501 header value errors may indicate malicious 
activity and bad HTML code or bad applications. 
• Null referrers can detect an attacker scanning a webpage with automatic means that do not use 
the correct protocol. 
• Indicators of malicious activity: Traffic to the IIS server when trying to access database 
information through SQL injection. 
• Unauthorized access file access. 
• Operating system execution command.[1][7] 
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5.  The Keys to Log Analysis Success 
Expert Human Review 
Right tools are not enough to perform a successful log analysis, it requires personnel and time, although 
scripts and tools are used to aggregate, correlate, trending and sequence data, but at the last stage still 
requires human insight. The best output report from a tool which may be in concise format, would still 
need human to review it and interpret to meaningful format, and this process review is time consuming. 
For a successful log review, it requires trained personnel that is knowledgeable about the subject of what 
they are reviewing, the time to review, the appropriate tools to use for review and methods to 
accomplish the company's goals.[3][5] 
Context Matters 
Watching an event on time may not give you all the information that is happening on your network. It is 
important to keep data in your environment together. For example, if you see a brute force attack on 
your firewall traffic log, multiple account login failures along with some unusual administrative 
operations in a database account, you may conclude that this is the most common single attack thread. 
An individual event may not seem important, so correlating data can help you better determine what 
your time and attention is. It should also be noted that you need to have a high level of expertise to read 
and determine contextual evidence when events are linked to each other.[3] 
Layered Approach 
Protecting your network is actually akin to onion layer security principle, in which multiple layer of 
security mechanism is put in place to protect organization network environment. This can also be 
applied to log analysis, by using multiple logging and analytic methods, it will be guaranteed that 
probability of missing anomaly will be reduced greatly. 
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 Real-time alerts of two intrusions (such as a motion detector) and documented evidence of what is 
actually happening (such as surveillance), can be identify during the break-in if network is protected 
with IPS and IDS. Handling real-time alerts with near-term context analysis will indicate when an event 
has occurred and evidence has been logged at the moment it happened. This is especially important with 
the increase in zero-day attacks. Hackers are constantly creating new species of malware with signatures 
that cannot be detected by real-time alert systems. The good news is that anything received through a 
real-time system is captured in your log and the log is shipped to central processing system which has 
multiple analytics modules to analyze the in real time, as long as logging is properly set up and 
configure properly, attacks  should always catch it before it becomes a breech, even if your real time 
alert system is in front.[3][5] 
 Independent Oversight 
According to the SANS Institute, "the separation of duties is a classic security method for handling 
conflicts of interest, conflicts of interest, and fraud. For this reason, it is best not to take responsibility 
for your network administrator to monitor and analyze logged events.[9] 
Partner with an Expert 
Due to the large amount of data, many organizations do not have the resources available to analyze log 
events effectively and efficiently. Therefore, engaging a consultant or consulting organization that focus 
in providing services in log management and information security solution will be best organization to 
partner with. The consultant can develop customized solution monitor and capture the correct data. It is 
an expectation that consulting companies should be top of their trade, it is also expected not only 
continuously provide training, they themselves undergo training and safety certification to update their 
skills. Consulting companies commit more resources to equipment and technologies which may be 
expensive for other organization, partnering with them makes more sense here as the it will expose them 
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to latest technology which they cannot afford. Since they have many organizations as their client it will 
be easy to detect attacks trend on one organization and develop proactive, defensive strategies and 
deployed them across other client. Consulting firms produce brief, practical reports that enable 
organization stay on top of log management and reviews.[9][3] 
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6. Application of Log Analysis in Security. 
Threat Hunting and Continuous Monitoring 
Source of Security Threat 
It is obvious that data and information security is the biggest challenges that many organizations 
encounter every day. Although much attention is focused on malicious attacks and security strategies, 
for example, phishing and hacking, amazingly number of security breaks are the consequence of 
"permitted" action. Generally, security issues categorize into the following four main categories: 
Human error: Not all bullying activities are harmful, and sometimes people make mistakes or are 
unwise to act like clicking a link in a phishing email.[3] 
Malicious Attacks: Trusted individuals, business partners, and third-party service providers that are 
authorized by criminals who have unauthorized access to your system. 
Proxy attack: A weapon of cyberwarfare that are common and popular among attackers worldwide, it 
is used to attack system by through a another computer(a proxy), when it the attack is unleashed from 
many computer it is known as distributed proxy attack, most time some of the user of the computer that 
are part of the attack do not know that their computer system is part of such attack.[7] 
Violation of Compliance: Many companies have a legal and fiduciary duty to protect protected data.  
It is not only intentional violation that have consequences, sometimes unintentional violation of 
compliance may severe consequences. 
The attack victims need to constantly look at the network and find vulnerable system that can be breach 
by an attacker. The rate and effectiveness of the of process of collecting and analyzing log data may be 
affected considering the large amount of data that needs to be processed which will consume time and 
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resources. However, it can be greatly improved by using appropriate data collection and analysis 
techniques. Data that reveal an attack usually range from log data aggregation from system audit log to, 
network data logs and endpoint security data logs, and all this are explained below. 
Endpoint Data Log: these logs originate from the devices on the network. For example, these devices 
may be firewall devices, user mobile phones, laptops, and workstations, and in many times its 
organization data centers servers that host applications with usable data from endpoint.[8] 
Process Execution Metadata: It usually contains data about the various running processes on the 
application host, and mostly in form of metadata consists of commands syntax, arguments, process 
filenames and identification syntax numbers.[8] 
Registry Access Data: This is registry objects data, which may be metadata value, registry key or 
both in Windows-based systems.[8] 
File data: This is file structure data that highlights how file is structured in the host, For example, the 
date on which files were created or modified on the host, the file size, type, and location on the disk. 
Network Data Logs: This originates from network-based devices such as router, load balancer, proxy 
servers, firewalls, DNS and switches. network devices are good source of log data for analysis and 
investigation. 
Session Data: this is the network connection data between hosts residing on the network. For example, 
this information includes source and destination IP addresses, connection period (start and end times), 
Netflow, IPFIX and other similar data sources.[7] 
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Monitoring Tool Log: application metadata and connection-based flow data are collected by 
monitoring tools in form of logs, application metadata such as HTTP, DNS and SMTP are essential data 
to that should be collected for analysis.[1] 
Firewall logs: This is the most important data and needs to be collected and analyze frequently, as it 
reveals what is allowed and what is not allowed in the network, penitential network breach can be easily 
captured through firewall log analysis.[1] 
Proxy Log: Here you collect HTTP data that contains information about Internet data, such as outgoing 
web requests that are accessed on the internal network.  
Alerts: this data are notifications from IPS, IDS and SIEM solutions signifying that there was violation 
of ruleset or that an unusual incident had happened.[4] 
DNS logs: This provides name resolution data related to domain name server. These contains domain 
name mapping to IP address and the internal client’s identification of resolution requests. 
Security Data logs: This data originates from security devices and solutions like IPS, SIEM and IDS 
solutions. This data needs to be collected and analyzed frequently. 
Friendly intelligence: This data contains organization business processes, employee information and 
accepted organization assets. This data helps analyst to understand the environment in which they 
operate and also help them to mitigate an attack.[1] 
Threat intelligence data: This is data reveals the methods, procedures and tactics and operations that 
an attacker is carrying out on the network.[1] 
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Threat-Hunting Data Collection Methods 
Just like every field of works, finding the best and experience professional is the most important parts of 
the threat hunting process, professional that can effectively collect and analyze data using various 
methods. There are four categories of methods employed by threat hunters for data collection and they 
are explained below: 
Clustering 
This method is employed by setting up certain data point called cluster on groups of large data sets. 
when there is need to share the behavioral features of the working data point, it is recommended to use 
this method, as it is aids in finding accurate cumulative behavior. For example, it can be used to detect 
number of unusual instances of a common event application.[6] 
Searching 
This is a technology where hunters search data for certain artifacts that are used in most technologies. 
However, this is useless since hunters only get the results they search for, which makes it very harder to 
get outliers from the output results. Because of the overload of regular search results, hunters are forced 
to make specific discoveries. Be careful when searching, as too narrow a search can yield fruitless 
results.[6] 
Grouping 
This method is employed when hunting artifacts of similar features. It uses a specific characteristic 
prerecorded to identifies other similar artifacts. These unique characteristics is the applied-on group data 
to identify other artifacts in the group. For example, to determined events that occur at a particular time, 
certain data points of interest are also taken and used as inputs.[6] 
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Stack Counting  
This method is used during the hypothesis investigation, the number of events for a certain value are 
count when analyzing outliers of the results. The potency of this method depends on the hunter 
thoroughly filtering and properly understand the input used, and this can lead to accurate prediction of 
the volume of output. It is important to count the number of command artifact implementation during 
usage of stacking method.[6] 
Common Threat Hunting Data Analysis and Illustration Techniques 
After data has been collected, the hunter needs to analyze and interpret the data to identify patterns of 
artifacts within the data. There are many methodologies that are available to hunters at this time, but will 
explain three of these approaches below: 
Box-whisker plot 
This method is utilized when the hunter is keen interest is to finding anomaly and distinguishing 
distribution of the dataset. Utilizing box plots, the hunter can recognize dispersions of data by drawing 
extreme qualities of the datasets. The hunter can aggregate elements by type or function to detect any 
inconsistencies.[8] 
 
Figure 1a: Box Plots chart 
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Heat Map 
Hunters used this method to present data in color format. Representation of different data with different 
colors, helps in displaying and explaining different data groups and their relationships. This method of 
representing data allows representation of unique data of interest like anomalies that may present in the 
dataset. Below is an example of heat maps.[8] 
 
Fig1b: heat map data representation 
Sparklines 
This method used to describe data relationships in charts, which can be drawn without axes in a graph. 
While values are constantly fluctuating, hunters can use them when displaying trends. These fluctuations 
can change the spark, making the hunter able to visualize changes, which makes it easier to understand 
the data.[8] 
   
Figure 2: Sparklines charts 
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7. Experimental Evaluation 
Suricata, Elasticsearch, Logstash, Kibana, Scirius (SELKS) 
For this evaluation and test experiment log analysis infrastructure was setup based on open source 
software and used some old security log data source, my infrastructure consists of SELKS as an 
alternative to commercial SIEM, also in large organization SELKS may also serve as compliment. Most 
time Security analysts assume the role of system administrator out of necessity, in which they have to 
pre-bundled virtual machines and configure minimal configuration requirement.  SELKS is a group of 
pre-configured installable Network Security Management (NSM) tools that allow security analyst to 
easily analyses organization's network system. It is created majorly from Open Source Software. It is 
used to monitor organization network by taking advantages of Suricata, Logstash, Elasticsearch, Kibana, 
SCIRIUS, and EveBox. It is essential to understand the role each subsystem and required turning after 
fresh deployment.[4] Below is a brief description of individual system: 
Suricata - is a real time intrusion detection (IDS) with an inline intrusion prevention (IPS), network 
security monitoring (NSM) and capable of processing online and offline packets at 10+ Gbps, it uses 
extensive rules and signature language for detection of threats in the network.[10] 
Logstash: is an open source, server-side data processing pipeline that ingests unstructured data from 
many sources simultaneously, transforms it to structured data, and then sends it for storage or to other 
analytic system such as elastic search.[11] 
Elasticsearch: is an open source distributed search and analytics engine for all types of data which may 
be structured or unstructured such as textual, numerical, and geospatial. It is built on Apache Lucene, it 
takes ingested data from Logstash and feed it to Kibana for visualization.[12] 
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Kibana: this is the web user interface for elasticsearch, in which takes data from elasticsearch and 
allows users to create rich dashboards to explore data.[12] 
Scirius: this is rule set management web interface for Suricata’s. It manages rules and updates that 
allow users build rules sets from different sources or customize rule, by refresh sources and compose 
rulesets by performing transformation on the rules and make it unique to the organization. 
EveBox: is a web based alert and event management tool for Suricata generated network threat events,  
detection engine, this enables the  users to generate reports on alerts, DNS, and Netflow. [10] 
The Scirius composed of preconfigured suite of web interface dashboards designed to identify attack 
vector protocols commonly seen, attack such as HTTP, DNS, and TLS. The summary of statistics such 
as most or least popular file transactions and answers to questions an analyst may have of their 
environments are represented in each panel, it also provides dashboards for alert signatures, DNS 
resource records and TLS versions, and also configurable dashboard can be designed and configured to 
monitor specific threats to an organization. [10] 
 Figure 3 below shows the starts of the data normalization process that SELKS uses to process Suricata’s 
output, from an external source network data fed to Suricata. 
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Figure 3: Output from eve.json 
JavaScript Object Notation (JSON) format output cannot be directly used by user interface for query, 
cleanup has to be done by Logstash which will identify structural format for this output logs and forward 
the structured data to Elasticsearch for indexing. After indexing process, the ingested data is now ready 
to be queried by user from Kibana, SCIRIUS, and EveBox that servers as user web interfaces. Example 
of Elasticsearch query of an indexed data by users is illustrated in Figure 4. 
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Figure 4: Raw data from Suricata; normalized by Logstash; forwarded to Elasticsearch  
An elevated level summary of event alerts is displayed by SELKS stack dashboard; however, the user 
can configure the dashboard by setting the rule to displayed what they will like to see or what field to 
from indexed logs to be analyzed. Figure 5 shows the essential interface that welcomes clients in the 
after signing into SELKS. 
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Figure 5: Scirius Dashboard 
NMAP alert for example, user can configure alert in SELKS dashboard to automatically populate IP 
address coordinates of subgroups, and plots them on a map, to represent region of high volume of events 
such connections or regions of high volume of attack.  Figure 6 shows the NMAP alert plotted 
repressing geographical location of the host machine generating the alert, the small dots signifies alerts 
and a larger dot signifies high alert counts, this network connections looks anomalous and its visual 
representation draws attention of security analyst to dig further. 
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Figure 6: Alert Dashboard 
Security analysts can now filter the results by selecting the alert and subsequently repopulating the 
whole dashboard. Figure 7 shows the option for users to configure EveBox. 
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Figure 7: Pivot to Event Box 
Security analyst can analyze the data flow through EveBox after alert has been identified, the triggered 
events are identified through signature relevant data of application protocol in event viewer and 
appropriate relevant context in order to process the event quickly. Figure 8 shows EveBox populated 
with the NMAP scan. 
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Figure 8: Event dashboard 
Finally, an analyst can escalate the alert for additional assistance or queue for additional analysis or 
archive event data. SOCs workflow are created due to capacity to highlight events with varying level of 
analysis, as Junior analysts can escalate tickets to senior analysts for further review to validate their 
findings. Figure 9 shows the dashboard that enable users the ability to send it storage or escalate the 
alert.                                                                                                                                                                              
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Figure 9: Log Expansion with enriched data 
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8. Conclusion 
In this paper, the quantitative data of describing the process of log analysis has been presented, while 
there are many system administrator user studies, a few numbers of them touch quantitative reports on 
actual system behavior response from an actual log analysis. In addition, I have describe qualitative 
open source method of analyzing logs data for high-level context, which are can be important sources of 
data that can be used  as a guide user  for testing, construct statistical user models, and even create 
automated log analytic system interfaces  that can enhance log analysis capabilities.  
Summarizing and explaining different process required for log analysis are focused upon in the part of 
the paper, process such as log parsing, log aggregation, tagging and classification, log normalization and 
filtering which, are large portion of log analysis activity in SLEKS. Also log normalization are 
transformations of logs from one format to another were for the purpose of data munging, or 
reformatting and cleaning data. The prevalence of reformatting as a portion of log analysis activity is a 
reflective of the fact that much log data is not structured. Tagging and classification or grouping of logs 
are for purpose of easy identification of the source of the logs which may identified an attack due to 
anomalies behavior observe red in logs. 
This paper explains and demonstrate that log analysis is often used to solve problems that involve 
hunting down attack data through alerts event for an application, this may consist of troubleshooting 
system account, performance debugging, security related issues and   detecting intrusion, and other 
problems. Logs can also reveal information during debugging in development stage of an application, in 
short logs data are logged for many different purposes, and the difference between signal and noise may 
depend on perspective. 
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